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Our Vision

SMEK aims to be the forefront innovator in Cyber-Intelligence
Consultancy, strategically positioned to lead and shape the landscape
within the SADC. Grounded in the principles of disruptive strategy, we
seek to align with market trends, embracing emerging technologies,
and anticipating customer needs to provide cutting-edge solutions

% Accessibility and Inclusivity. We endeavour to make cyber security services
accessible to a broad audience, offering cost-effective alternatives.

+»  Customer-Centric Solutions: To provide custom services for private and
public sectors, and SMEs, targeting the unique needs in each segment

% Innovation: Our aim is to reform cyber security through sustainable innovations
in intelligence, Al, and machine learning

% New Markets: SMEK understands the role of digital economies of the
region. We aim to lead in mobile device services security.

% Strategic Partnerships: SMEK will seek to leverage strategic partnerships and
regional expertise to deliver contextually relevant solutions.

= We have a commitment to maintaining the highest standards of quality, professionalism, and ethics in —
. ‘ . all your engagements. We prioritise the confidentiality and security of our customer'’s information o
.
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/What We Do

We provide expert guidance, ensuring best practice and digital governance. We
prioritise the confidentiality and security of our customer's information.

You can access capabilities from a catalogue of services to ensure quality as your organisation utilises IT
services.




/Our Services

/Cyber security

We identify and assess cyber
security threats for public and
private sectors. Deploy multi-
layered capabilities including
malicious insider threat
management, deliver training,
and support compliance and
regulatory requirements.

We will help your organisation
develop robust security plans
and deploy effective security
controls from day one.

ii] We deliver personalised consultation either in-person or through our online platform. SMEK has significantly
invested in these competences and practices to meet your need. We prioritise the confidentiality and security
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of our customer’s information
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/Risk Monitoring

We will help you navigate risks
though tailored consultation,
analysis, and forecasting
services. This including risk
management, due diligence,
and trend analysis.

We provide recommendations
for specific projects and
ongoing strategic analysis.
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/Advisory

SMEK embraces rapid internet
penetration in the region. We
aim to be your long-term partner
providing contextual and
strategic services to counter the
unique security threats with the
diversity of our customers in
mind.

SMEK will leverage strategic
partnerships and expertise to
provide contextually relevant
advisory, fostering growth and
SUCCESS.
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/Our Services
Cyber Security
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Proactive & effective incident response.
% Technologies & industry best practices.

Continuous learning to stay at the forefront
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/ Cyber Security Services

ATaaS

Our Awareness Training as a service
(ATaaS) offering helps you elevate your
cybersecurity posture by empowering
your workforce and creating a security
conscious  culture  within your
organisation.

DPaaS

Get Data Protection Officer as a Service
(DPaa$S) to get that peace of mind on
data protection and privacy preservation
issues. Our experts will help you to
understand your data landscape and the
steps you need to take to comply with
data protection laws and regulations.

Remote Monitoring

We will simplify software updates and
patching, intelligently  monitor  your
devices and network with very minimal
false positives. We rely on cutting-edge

remote monitoring  technologies  to
discover, monitor and analyse your
network.
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We prioritise the confidentiality and security of our customer’s information. We have a commitment to
maintaining the highest standards of quality, professionalism, and ethics in all your engagements.

Digital Forensics

Ensure integrity of your digital assets with
SMEK's digital forensic investigation service.
We will help you navigate the complexities of
digital data with documentation of findings.
We are qualified expert witnesses.

Insider Threat Management

We integrate traditional intelligence tradecraft
with cutting-edge cyber expertise to protect
against data loss and reputational damage
involving insiders acting maliciously, negligently,
or unknowingly. Let SMEK help you manage
threats posed by users with authorised access
to your systems, networks, or data.

Risk Management

From the onset, we will conduct a
comprehensive  security  assessment  to
understand your current security posture,
assess your level of risk and recommend risk
mitigation  strategies customised to your
context. We will guide your implementation of
security controls to minimise future risks.

SMENCyber
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/Our Services
Risk Monitoring

We prioritise the confidentiality and security of our customer's information. We have a commitment to
maintaining the highest standards of quality, professionalism, and ethics in all your engagements.
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/ Risk Monitoring Services

Due Diligence & Trend Analysis

Our team of trained experts will conduct thorough
research and gather actionable intelligence that
supports informed decision-making. We will provide
comprehensive reports, forecasts, potential
scenarios, what happens next and how your
organisation can manage and plan for open future-
focused questions.

Risk Assessment

We conduct in-depth analysis of factors impacting
your organisation, including governance, and
regulatory environments. We help you identify
potential risks and opportunities.

Our Team will provide actionable insights and
strategic recommendations to mitigate risks.

We have a commitment to maintaining the highest standards of quality, professionalism, and ethics in all your
engagements.
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/ Our Services
Advisory

engagements.

We have a commitment to maintaining the highest standards of quality, professionalism, and ethics in all your



/ Advisory Support

Plan ahead Test your strategy

Get expert guidance to formulate tailored
security blueprints, ensuring proactive
threat mitigation and strategic planning.
We will help you define security goals,
establish policies and procedures, and
develop playbooks and incident
response plans to suit your context.

Let our experts premortem test your
strategic outlook, develop new
frameworks based on your future
organisational aspirations and assess
the performance of your strategic
outlook.

Build in-house Capability Insights

Our team of trained experts will help you We provide insights that shun
develop in-house frameworks and groupthink and bias and bring clarity
playbooks to support strategy and confidence to your strategic
formulation. We can develop tailored decisions.

training for your workforce. SMEK has
translation partnerships to meet your
language requirements.

We have a commitment to maintaining the highest standards of quality, professionalism, and ethics in all your
engagements.
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We are a homegrown consultancy, with deep cultural and language knowledge of the
region. Our strong roots and understanding of the economic and cultural dynamics of the
region give us that edge — we understand the practical and social role of our services. .
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Visit us at
www.smek.co.za

This presentation contains information that may be

privileged or confidential and is the property of SMEK
Cyber.

All rights reserved.

For further information please
contact us:

“ARE YOU‘)
e LCOVERED.

infor@smek.co.za
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http://www.smek.co.za/
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